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Hackers lock Zeus crimeware kit with
Windows-like anti-piracy tech
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Computerworld - The newest version of Zeus, a do-it-yourself crim
responsible for millions of dollars in losses by consumers and busil
comes with anti-piracy provisions similar to those used by Microso
Windows, a researcher said today.

And that's a good thing.

Like Windows, Zeus 1.3 ties itself to a specific computer using a ke] Categories: Anti Virus, Botnet

http://www.computerworld.com/s/article/9170978/Hackers_lock_Zeus_crimeware_kit_wi
th_Windows_like_anti_piracy_tech
http://blogs.zdnet.com/security/?p=5110

Zeus is a commercial etie-shelf software package for committing computer crime.
Primarily targeted at banking fraud, the Zeargsnewareincludes functionality for keystroke
logging and screen captures, "man in the browser" exploits to intercept and use even one
time password credentials, and remote control of infected PCs, among many other pieces
of functionality. For a few thousand dollars on an underground forum, anybody can
purchase a copy of Zeus and create a business model for themselves that can net millions
of dollars in illegal gains.

Like any legitimate software package, Zeus requires purchasing of a product activation key.
Customer support is available, with different support tiers including direct support from the
author of Zeus for premium customers. And like modern software companies, Zeus has (at
least in an ad hoc fashion) developed its own "cloud strategy" as Zeus command and
control servers move into infrastructure providers like Amazon EC2.



And yet Zeus itself is just one piece of a larger criminal ecosystem that has developed over
the last decade, which include a wide variety of services necessary for perpetrating these
crimes:

AExploit kits such as "Black Hole" which provide an infection vector for the Zeus malware
A'Bullet-proof" hosting services that provide guaranteed uptime for command and control
servers and SLAs that rival many commercial infrastructure as a service providers
AMoney mules receive small transactions from victim companies and wire them to
intermediate accounts. "Mule herders" provide mules based on geographic needs, bank
type, account limit, and other factors

Aindividuals that "cash out" funds from the intermediate accounts and transport the funds
across borders

And if all of this is too much work for somebody looking to get started at this kind of
criminal enterprise, a "software as a service" model has developed where you can simply
rent somebody else's Zeb®tnet. Or you can simply be one of those who lives on the
side-effects of these crimestrading in stolen credit cards or conducting various identity
theft scams using the credentials stolen by Zeus.

So if this new millennium we find ourselves in has brought anything, it's the growth of
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International Cooperation Disrupts Multi-Country
Cyber Theft Ring

October 01, 2010 FBI National Press Office
(202) 324-3691

The FBI and international law enforcement, working in an unprecedented partnership, have disrupted a
large-scale, i ional organized cybercrime operation active in several countries that resulted in
numerous search warrants and arrests.

Operation Trident Breach began in May 2009, when FBI agents in Omaha, Nebraska, were alerted to
automated clearing house (ACH) batch payments to 46 separate bank accounts throughout the United
States. Agents quickly realized the scope of the crime and partnered with local, state, and federal partners,
cybercrime task forces, working groups, and foreign police agencies in the Netherlands, Ukraine, and the
United Kingdom to bring those responsible to justice.

The cyber thieves targeted small- to i sized compani icipalities, churches, and individuals,

infecting their computers using a version of the Zeus Botnet. The mahvare captured p vords. account

http://www.fbi.gov/news/pressrel/pressreleases/internationatooperationdisrupts
multi-country-cybertheft-ring

And a very good business it is too, at least for some groups. In October 2010, the FBI
issued a press release regarding an investigation-c@seed "Trident Breach". They were
investigating an international group of organized cyb@eves who were using the
Automated Clearinghouse (A€Hence "TridenBreACH) system to steal millions of

dollars from US businesses. The press release quotes total thefts at US$70mil, with over
US$200mil in attempted thefts.

This was a large mufgiear investigation for the FBI. But even if that US$70mil was stolen
over multiple years, who wouldn't be satisfied with being in charge of a business whose
gross income was tens of millions of US dollars per year? So it's small wonder that at any
given time, there are multiple organized criminal gangs using software like Zeus to pursue
their moneymaking schemes.

But of course, their success is based on stealing wealth from other legitimate businesses.
So unlike a normal enterprise whose success creates new economic opportunities, these
criminal enterprises actually end up having an extremely negative economic impact. Many
small business have been driveut of businesslue to losses incurred by Zeus fraud. And

of course, this means lost jobs, and further downstream economic impacts.



Ultimately, you can view even natiestate cyber attacks from an economic rather than
military/strategic perspective. In fact, many nation state attacks are targeted directly at
capturing valuable intellectual property to further a nation's economic goals. To the extent
that these attacks target military or strategic targets (uranium enrichment plants or power
grids) it's because the nation that's masterminding the attacks has made the economic
decision that cyber intrusion is a more c@stective way to pursue their strategies than
kinetic warfare.

And yet as successful as these attacks have been, and despite unprecedented financial
losses, not all of the news is bad. The Trident Breach investigation showed what can be
accomplished by a dedicated team of international law enforcement agencies. Trident
Breach even involved law enforcement from Eastern European nations, which have
historically been unwilling to cooperate with Western law enforcement. While the
masterminds behind the ACH fraud scam were not apprehended, several other participants
were captured, tried, and incarcerated, essentially crippling the criminal nexus and undoing
years of careful planning and development.



Immediate Effects
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In-depth security news and investigation

SpyEye v. ZeuS Rivalry Ends in Quiet Merger

Leading malware developers within the cyber crime community have conspired to terminate
development of the infamous ZeuS banking Trojan and to merge its code base with that of
the up-and-coming SpyEye Trojan, new evidence suggests. The move appears to be aimed at
building a superior e-banking threat whose sale is restricted to a more exclusive and well-heeled

breed of cyber crook.

Underground forums are abuzz with rumors that the ZeuS author — a Russian hacker variously
known by the monikers “Slavik™ and “Monstr” — is no longer planning to maintain the original

commercial crimeware kit.

http://krebsonsecurity.com/2010/10/spyey&-zeusrivalry-endsin-quiet-merger/

In fact, the pressure from the FBI investigation even caused the author of Zeus to sit up and
take notice. Shortly after the Trident Breach arrests, the author ofZets generally

goes by the nicknameVionstr* on various underground forungsannounced that he was

getting out of the business of updating and supporting Zeus. More surprigmgstr

announced that he was giving over the Zeus technology and support contracts to
"Hardermari, the author of theSpyEyérojan, andMonstr'supstart competitor.

Monstr'sannouncement seemed like an enormous bombshell to those who'd been
following the Zeus \5pyEydracas on the underground forums. And ysbnstr had

"retired" before when the heat got turned up to high on his software and the gangs who
were using it. Zeus has always come back stronger thanMweestr apparently having
taken his "time off" to develop new features and new ways for the software to escape
detection.



s All Good for SpyEye
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The SpyEye variant secretly films and records what victims say and do
when they are being defrauded

By Lucian Constantin
May 22, 2012 12:07 PMET
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IDG News Service - A new variant of SpyEye malware allows cybercriminals
to monitor potential bank fraud victims by hijacking their webcams and
microphones, according to security researchers from antivirus vendor
Kaspersky Lab.

http://news.softpedia.com/news/Manrn-the-Mobile-ComponentSpottedin-SpyEye
193344.shtml
http://www.computerworld.com/s/article/9227387/Banking_malware_spies_on_victims_b
y_hijacking_webcams_microphones_researchers_say?taxonomyld=83

Harderman in turn, announced plans to merge the best features of ZeusSqyiEyénto a
single supetrojan. One of the first signs of the merger wapyEyeénheriting Zeus's

mobile devicdrojan technology. After all, every modern software provider has to have a
mobile strategy, right?

Particularly in Europe, transaction verification via dimee codes sent to mobile devices

has become commonMonstr developed a mobilérojan for Symbiarphones that

intercepted these Mobile Transaction Authorization Numben$AN$ and transmitted

them to the Zeudotmaster andHardermarsimply adapted the idea for the ne8pyEye

This shows the ongoing "arms race" and flexibility of the "black hats" in these scenarios. As
we move to mobile platforms for convenience and flexibility, the bad guys follow because
that's now "where the money is".

Another common oubf-band transaction mechanism is for banks to call customers and
have them verify "high risk” transactions using "secret questions” or other private financial
details. Recently, pluigps forSpyEyédave been observed in the wild that can silently
activate the user's welsam and microphone as a means of eavesdropping on these
conversations. Once this information has been overheardbtiteowner can successfully
pose as the accou#tolder and completely compromise the account.



In addition, to the extent that th&pyEyérojan uses fake pojups and other messages

within the user's browser to trick them into revealing information to help compromise their
account, this new spying functionality 8pyEydnelps thebot masters to assess in real

time how effective their social engineering tactics are. Just like any legitimate business
would test the effectiveness of a marketing campaign in influencing consumer opinion, the
SpyEydot masters now have access to a rich platform for adapting their campaigns for
maximum effectiveness.

With the merger of Zeus arBpyEyeHardermanreffectively had a monopoly on the COTS
bankingtrojan market segment. It appears that this may have been something of a
"success disaster” fddarderman His customers found him progressively more difficult to
reach in the normal support channels, and recehtbrdermanseems to have largely
disappeared from the usual underground forums he was known to inhabit.

In the meantime, a fairly robust community has grown up aro8pglEyeusing the

software's plugn architecture as a framework to support new commurdgveloped

modules. This has the flavor of similar community supported projects in the legitimate
software world that have sprung up after the vendor has ceased to support a popular tool.
The fact that there is a substantial enough communit$spyEyeisers to continue
development of the tool in an ad hoc fashion tells you something about the size of the
community using it.

It's possible thaHarderman'$ehavior is a ploy similar tdonstr: going on hiatus for a
while to avoid potential criminal investigation. Perhdfemrdermaneven had warning that
something was going on, because the next chapter was about to be written.



Until It's Not
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Microsoft takes down ZeuS botnets
Disrupted ... but not dismantled
By John Leyden + Get more from this author

Posted in Malware, 26th March 2012 10:03 GMT
Free whitepaper — Enabling Datacenter and Cloud Service Management for Mid-Tier Enterprises

A Microsoft-led operation resulted in the takedown of key servers associated with the
infamous Zeu$S and SpyEye banking Trojan botnets on Friday.

http://www.theregister.co.uk/2012/03/26/zeus_botnet_takedown/
http://www.darkreading.com/advancedhreats/167901091/security/attacks
breaches/232900239/controverssrupts-over-microsofts-recenttakedownof-a-zeus
botnet.html
http://krebsonsecurity.com/2012/04/microsoftespondsto-criticsover-botnet-bruhaha/

In March of 2012, Microsoft brought civil suit against 39 "John Doe" defendants regarding
their ZeusSpyEyeelated activities. On the basis of the suit, Microsoft received
authorization to raid two hosting providers where ZeSpyEyeommand and control
infrastructures were believed to be housed, taking the C2 serves offline and disrupting
major botnets.

While the operation was a success from Microsoft's perspective, temporarily disrupting
major ZeusBpyEydotnets, there was enormous outcry from the security research
community and law enforcement agencies who were aware of the location of the C2
servers seized by Microsoft and who had been leaving them running to gather additional
intel to aid in their investigations. Microsoft's unilateral action damaged these ongoing
investigations and caused the criminals to relocate their C2 servers, which must now be
tracked down again. There was also damage to already shaky trust relationships among
law enforcement, publi¢ and privatesector organizations who will now be more reluctant
to put information out into the community that might lead to similar actions.



Microsoft in an interview after the takedown said that operational security was the primary
reason they didn't warn the rest of the community of the impending takedown. And
indeed it's hard to imagine how Microsoft could have identified all of the potential
stakeholders and provided notification in such a way that it wouldn't have leaked back to
the botnet operators. This will continue to be an ongoing issue as more private
organizations look to take on computer criminals who are damaging their business
interests.
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NOt So Retired After All?

The anatomy of the Gameover Zeus
variant

ﬂ‘w‘:‘ﬁ oi Posted on 11.01.2012
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W The “Gameover” malware is a relatively new,

"private” version of ZeuS. Support for the
distributed command and control (C2) tools,
Zeus Troje oo s sy oo integrated into the ZeusS botnet, were

M- n = implemented at the request of one of the
The «| New Zeus/SpyEye makes bots f "private” clients of the ZeuS author.

convinct as C&C servers
Suspicio| Posted on 22.02.2012
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Distributed C2 is a feature which was originally
considered by the malware author in the ZeuS
1.4/2.0 beta program, but it was dropped from
=] The latest build of the Zeus/SpyE the final 2.0.x release because lack of demand among ZeuS
i ::’"": ; 'Ce:ae';?:r:e“;‘ :;‘:I's"t:'z’a: customers in the face of significant coding and testing time. It was
botnets using it and to find out th| PUt Dack in as a feature during the recent, ongoing 2.2/3.0 beta

behind them. program.

spamm

. g to Sy
build already moved towards replacing the bot-to-Cj

The “Gameover” version of Zeus also supports the use of complex
peer-to-peer capabilities so that the bots receive ¢ web injections that allow the attacker to perform Man-in-the-
from other bots, and this new one has finalized thefl Browser (MITB) attacks to bypass multi-factor authentication
oruser mechanisms. The ZeuS author has also rolled a Distributed Denial
account, it's definitely “game over.” of Service (DDoS) component into the Gameover bundle.

http://krebsonsecurity.com/2012/02/zeusrojan-author-ran-with-spamkingpins/
http://www.fbi.gov/news/stories/2012/january/malware_010612
http://www.net -security.org/malware_news.php?id=2009

http://www.net -security.org/malware_news.php?id=1959

When we last left Zeus authoMbnstr’, he had announced his plans to get out of the
malware business. But later research also indicated Matstr was not only the author of
Zeus, but also heavily involved in spamming activities. Indeedidieased machines

always had the capability of being used to send spam, so this was one potential aspect of
the Zeus business model.

Starting in early 2012, we began to see public discussions of a new Zeus variant that was
not connected wittHarderman'sZeusSpyEyenerger product. This new malware, dubbed
"Zeus v2" or more popularly "Game Over" appears to have been a bespoke development
effort for one or more of the more successful organized Zeus gangs. It appeakéchstr

had not really "retired”, he'd merely moved into a private consulting arrangement for those
that could afford to hire him directly. Certainly any legitimate business that was making
tens of millions of dollars per year could afford to hire an army of programmers (or a small
number of extremely good ones) to support their core business. Momstr's

perspective, the situation must have seemed like a-fisk, highreward opportunity.
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The new Zeus variant addP®oSapability, which is potentially fueling the rise in
"extortion” cybercrime; "pay us X or we'll take down youra®mmerce infrastructure”. In
June 2012, arrests were made in relation to just such an extortion scheme targeting the
Hong Kong Gold and Silver exchanges.

More troubling is that Game Over supports a péaipeer command and control
infrastructure. By allowing any compromised machine to function as a command and
control server for any other machine in thetnet, the botnet becomes more resistant to a
Microsoft-style takedown. It also interferes with common enterprise tactics for disabling
infected systems, such as blaatling known C2 servers.
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N.Y. Firm Faces
E-Banking Loss

A New York marketing firm
acquired now is facing bank
company more than $164,0¢

Karen McCarthy, owner

promotions company, discoy
had been emptied the previc
bank — Cherry Hill, N.J. basi
Feb. 12, unknown thieves hg
individuals and two compan

business.

Texas Bank Sues Customer Hit by $800,000
Cyber Heist

A machine equipment company in Texas is tussling with its bank after organized
crooks swiped more than $800,000 in a 48-hour cyber heist late last year. While
many companies similarly victimized over the past year have sued their banks for
having inadequate security protection, this case is unusual because the bank is

preemptively suing the victim.

Both the victim corporation — Plano
based Hillary Machinery Inc. — and
the Lubbock based
PlainsCapital, agree on this much: In

Hillary Machinery Inc

bank,

early November, cyber thieves initiated a series of unauthorized wire transfers

totaling $801,495 out of Hillary's account, and PlainsCapital managed to retrieve

http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185 gci1373452,0
0.html

And the cyber crime business is booming. Organized criminal gangs using the Zeus v2
malware continue to steal tens of millions of dollars from the US and other Western
European nations. The only thing that's stoppihgnstr from developing even more Zeus
technology is the fact that the current version is working so well, there's no need to make
the effort.

US SMEs are failing when their funds are stolen because US business accounts are not
federally insured against these kinds of losses the way individual depositor accounts are.
And when a small business fails, there are ripple effects as jobs are lost. Depending on the
figures you believe, as much as 80% of the US workforce is employed by companies with
less than 100 employees. So these small business losses cut directly at the economic
engine of the US.

And there's also pushback on the banking industry. If the banks make good their
customers' losses, then it hits the bank's bottom line or gets passed onto their customers
as higher fees. If the banks refuse to make the losses good, then the victim companies or
their insurers bring suit and nobody wins but the lawyers.
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@OMbatting Zeus - Client Side

FBI recommends using dedicated
computer for on-line banking

“ZeuS Tracker
17"\ ZeusS Tracker

Welcome to the ZeusS Tracker TRACKER
The ZeuS Tracker tracks ZeuS Command&Control servers (hosts) arourfiieRt SR NENEE o Yo TN SV - IR YoV SV gt -l SRl SN Sl )
please take a look into the FAQ or send me a email (contact). — N

Here are some quick statistics about the ZeuS crimeware: Weicome to SpyEye Tracker

. The SpyEye Tracker is another project by abuse.ch. It is similar to the ZeuS
* ZeuS C&C servers tracked: 684 Command&Control Servers (and not ZeuS C&Cs). SpyEye Tracker provides

¢ ZeuS C&C servers o access the C&C servers. Additionally, SpyEye Tracker should help ISPs, CER
e ZeuS C&C servers

o ZeuS FakeURLs trac o Here are some quick statistics about the SpyEye Trojan:

e ZeuS FakeURLs onli o

o Average ZeusS bina ] o SpyEye C&C servers tr

o SpyEye C&C servers on}
You can find more interesting statistics about the ZeuS crimeware on th e SpyEye C&C servers wi o
The map below shows a dot for each ZeuS Command&Control server (ig e Average SpyEye binary| ™ o

The map below shows a dot for

https://zeustracker.abuse.ch/

https://spyeyetracker.abuse.ch/
http://www.usatoday.com/tech/news/computersecurity/20092-30-cybercrimesmalt
businessonline-banking_N.htm

So what's a small business to do? At this point, the only answer seems to be, "Prepare to
be a victim." Standard ergoint protection schemes that SMESs rely on for most of their
security are completely ineffective at blocking or even detecting the presence of the Zeus
andSpyEyenalware. Exploit kits like Black Hole include new exploits at a faster rate than
most SMEs can keep up with. And the "attack surface" of a normal PC is vast.

The FBI recommendation is to use a dedicated PC for dith@banking activity, but that is
really beyond the means of many SMEs. And the reality is that eventually that PC is going
to be used for something other than dime banking and will become infected.

Booting from alternate media, such as a Linux CD, and doing financial transactions might
work for a homeuser or a small business. But when businesses drive their finances out of
a custom financial software packag@uickbooksJD Edwards, etc), such an approach

won't work.

In the meantime, review your business account balances regularly to detect fraud. If your
bank supports oubf-band transaction confirmations, use them. If possible, require that all
transactions be created by one individual but approved by a second, just to make the
attackers' job harder.
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Or Perhaps...
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Wifehlsans FBI head from online banking
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Robert Mueller
(Credit: James Martin/CNET)

http://news.cnet.com/830127080_310370164245.html

During remarks made at a Commonwealth Club event, FBI Director Robert Mueller told an
anecdote of nearly falling for a bank phishing scheme. When he tried to use the event as a
"teaching moment" with his wife, she forbade him from further online banking activities.

While this was a juicy press moment, the underlying implication is that the continuing
success of ofine banking crimes will ultimately have an impact on consumer confidence in
online banking. Banks have a vested interest in their customers continuing to use online
banking, since it represents an enormous potential for cost savings over traditional "bricks
and mortar” bank branches. If consumers start to abandon online banking as "unsafe”, this
will also have negative economic impact on banks, and their customers who will have to at
least partially defray the cost to the banks in the form of higher fees.

It's a wonder that more banks aren't taking actions similar to Microsoft, in an attempt to
disrupt some of the more successful organized gangs.
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BOMmbatting Zeus - C2 Servers

] »

[_vap [ Sateiite | _Hyora ]

/ ' Fre
3 - >

*

£ ,’_ g

https://zeustracker.abuse.ch/index.php

One enterprise strategy faombattingZeusSpyEyenalware infections has been to track
known C2 servers and block outgoing connections to these servers andéixholeDNS
requests to associated domains. So Z8pgEydas created another industgthreat

intelligence services that find and track C2 servers, and enterprise security vendors that sell
subscription feeds and COTS devices to integrate with existing security infrastructures.

At any given moment there are dozens of known Z8pgEye&2 servers in operation all
over the world. A surprising number are in jurisdictions which are accessible to Western
authorities. This may be do to low prices and availability of bandwidth.
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But tracking these C2 servers can be a difficult task. Systems infected with th8Zdtys

trojan can be used as web proxieBot masters select their fastest infected machines to

act as relays between bots and the actual C2 infrastructure. Relays are constantly moved in
and out of so called "fast flux" domains making it difficult for researchers to track back to

the actual C2 infrastructure servers.

Carefulbot masters will force relay connections through multiple competing or unfriendly
jurisdictions and may locate the actual servers where Western authorities cannot reach
them.

Even if one C2 infrastructure is found and disrupted, "bullet proof* hosting arrangements
guarantee that the server will be up and running at a new location within 24hrs or less.
This is an unending game of "whaaknole".

And the appearance of the "Game Over" variant now means that there is no centralized C2
infrastructure to disrupt. There is now only a sea of infected machines, any one of which
can provide instructions and updates to its peers.
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