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Why Memory Forensics?

Everythingn the OS traverses RAM

A Processes and threads
A Malware (including rootkit technologies)
A Network socketsURLs, IP addresses
A Openfiles
A Usergenerated content
I Passwords, caches, clipboards
A Encryptionkeys
A Hardware and software configuration
A Windows registry keys and event logs



Memory Analysis Advantages

A Best place to identify malicious software activity
I Study running system configuration
I Identify inconsistencies (contradictions) in system
I Bypass packers, binary obfuscators, rootkits (including kernel mode)
and other hiding tools.
A Analyze and track recent activity on the system
I ldentify all recent activity in context
I Profile user or attacker activities
A Collect evidence that cannot be found anywhere else
I Memory-only malware
I Chat threads
I Internet activities



What iIs Memory Forensics?

A Study of data captured from memory of a target system

A ldeal analysis includes physical memory data (from RAM) as
well as Page File (or SWAP space) data

w Capture Raw Memory
wHibernation File

w Establish Context

wFind Key Memory Offsets
N /

wAnalyze Data For Significant Elements
wRecover Evidence




Windows Memory Acquisition

A LIVE System (RAM Acquisition)

\ A
m | P __;....---Win2008 ) Windows
Dumplt.exe

I http://www.moonsols.com/2011/07/18/moonsolsiumpit-goesmainstream/

A win32dd.exe / win64dd.exe
I Author: Matthew Suiche
I http://www.moonsols.com/products
A Mandiant Redline
I http://www.mandiant.com/products/free_software/redliné

A DEAD System

I Hibernation File
A Contains a compressed RAM Image
A %SystemDrive%/hiberfil.sys



Virtual Machine Memory Acquisition

vmem file = raw memory image
Ry Microsoft HyperV
' .bin file = raw memory image
g Parallels
= .mem file = raw memory image

§§’> VirtualBox
@ .sav file = partial memory image

‘ VMware (Fusion/Workstation/Server/Player)




Extract Memory from Hibernation File
(hiberfil.sys )

A hibr2bin can acquire physical memory (RAM) from a Winda

hibernationfile (XP and VISTA only)
I Pro Version Compatible with X®in7/2008 (32 and 64 bit)

hibr2bin.exe <input file> <output file>

A Location on COURSE DVD:
D: \ windows forensic tools \ memory imaging \

A Example: Extract hibernation file memory and save to a USB DRIVE
D:\ > hibr2bin D: \ hiberfil.sys E: \ hibernation_memory.img

** Volatility can also convert hibernation files **



DLL Injection



Normal DLL Interaction

Library Call

User space

Kernel }— Kernel space



DLL Injection

User space

Kernel space




Detecting Injection  <#"

A DLL injection igsery common with modern malware
I VirtualAllocEx( ) and CreateRemoteThread( )
I SetWindowsHooKkEX( )

A Process hollowing is another injection technique
I Malware starts a new instance of legitimate process
I Original process code elocated and replaced
I Retains DLLs, handles, data, etc. from original process

A Code injection is relatively easy to detect

I Review memory sections markedRage Execute ReadWrite
and having no memorynapped file present

A Scan for DLLs (PE files) and shellcode
I Process imageot backed with file ordisk = process hollowing



Zeus / Zbot Overview

A Persistenimalware designed to steal credentials
A Many variants. A popular one does the following:

Coplies itself to %system3X86dra64.exe

Injects code into winlogon.exe or explorer.exe
A Furtherinjectscode intoevery process butsrss& smss

Auto-start path: HKLMSoftwara Microsoft Windows
NT\winlogonuserinit

Creates local.d& user.ds in %sytem32%6wsead
Retrieves files fronaommand and control server
Mutant: AVIRA _

Hooks over 50 system APIs



Using Mandiant Redline

|"|

andiant Redline™ - (New Analysis Session)* =

@ Iff?"-? Home » P

Investigative Steps

Review Processes by MRI Scores

Review Network Ports / Connections m
Review Memaory Sections / DLLs h

Review Untrusted Handles " SVC OSt.exe
Review Hooks

Review Drivers and Devices

Proceszes ‘ HOSt VleW

Guided Analysis

I ils
" §p vmacthlp.exe (1104 NT AUTHORITY\NETWORK SERVICE [
| @B cychostexe [1440) o
- —— Path: CAWINDOWS\System32
I :: SMSSEXE I'S‘__" L Parent: services.exe (340)
b p lsassexe (352 y Parent Process Path:  C:A\WINDOWS\system32
[ {} SEFVICES.EXE (340) Arguments:
L Gp System Start Time: Information Pane
. Kernel Time
Process View User Time EI
SID: 5-1-5-20
— - — 51D Type: SidTypeWellKnownGroup
I @ svchostexe (1128) Malware Risk Index:  8F
| @ spoolsv.exe (1224) Export Report >
[ {} svchost.exe (1608 g —




DetectingCode Injection:
Zeuskbot DLL Injection

i IEI A
Mandiant Redline™ - (New Analysis Session)* | S =
@ 'E:"" 0 Review Memory Sections / DLLs ¥ Review Memory Sections f DLLs
Investigative Steps Injected  Trust Status Region Start  Protection ||
Review Processes by MRI Scores| |True . Injected  Ox01000000 EXECUTE_READWRITE PrivateMemory MemCommit
Review Metwerk Ports / Connec ) )
Review Memory Sections // DLLs/l LS . Injected  Ox012d0000 EXECUTE_READWRITE PrivateMemory MemCommit
Review Untrusted Handles True B Injscted 0x02450000 EXECUTE_READWRITE PrivatehMemory MemCommit
Review Hooks 2 I
} | Review Drivers and Devices True . Injected  0x00b70000 EXECUTE_READWRITE PrivateMemory MemCommit =
4 n
" | | True i E PrivatehMemory MemCommit
Injected  0x001a0000 ry
Processes | Host True B Injected  0x00170000{ EXECUTE_READWRITE HyivateMemory MemCommit
N w.s SvYchostexe [L0ZE) P T ) ) T Privateld MemC .
&% ymacthlp.exe (244 rue . Injected  0x001d0000 gk rivateMemory MemCommitl_|
9 svchostexe (255) True B njected  Ox0OdfoO00  EXECUTE_READWRITE PrivateMemory MemCommit
||| ! Handles . True . Injected  Ox00c50000 EXECUTE_READWRITE PrivateMemory MemCommit
4 Memory Sections
R Mamed Memory Se True . Injected  Ox01540000 EXECUTE_READWRITE PrivateMemory MemCommit
Detailed Sections ) ]
I Strings | True . Injected  0x01530000 EXECUTE_READWRITE PrivateMemory MemCommit
| o~ Ports True B Injected 0x00d70000 EXECUTE_READWRITE PrivateMemory MemCommit
S smss.exe (544) _ _
il |4 Isass.exe (sa5) True . Injected  0x00800000 EXECUTE_READWRITE PrivateMemory MemCommit
i| | |8 services.exe (s76) SINEN n |
||

M- S




Detecting Code Injection:

Findinglnjected Sections

Review Processes by MRI Scon
Review Metwork Ports / Conne
Review Memary Sections / DLL
Review Untrusted Handles
Review Hooks

I Review Drivers and Devices

Parent:

il - | ] | 3
Proceszes | Host 12
' - M aEY
L swChost.exe .\__u:ls_l a 13
1} vmacthlp.exe (244
1} swchost.exe [B56) 4
[ Handles 4
4

Memory Sections
v 22

Mamed Memory Se
Detailed Sectiond 7

Strings

Mandiant Redline™ - {Mew Analysis Session]®

Username:
senvices.exe (B7E)

Arguments: CVWINDOWSwsystem32\svehost -k Deomlaunch

. YWDevice\Harddi...

. WDevice\Harddi...

. WDrevice\Harddi..,

. YWDevice\ Harddi...

. YWDevice\Harddi...

. YDevice\Harddi...

. YWDevice\Harddi...

. WDeviceHarddi

Parts 12
SMss.exe (544) 5
Isass.exe (588)
services.exe (676 21N ER

1

n k

75 Items

=5 e |

@ '517 Home ®» Processes ® sychostexe (836) » Detailed Sections

S5ID:  5-1-3-138
Path: CoMWIMDOWS \system3Z

Secthon Information
Section MName:
TrustStatus:

MD5 Sum:
SHAL Sum:
5ha256 Sum:

Irnports | Exports | Found In

s

Module Name  Imported Function
Secur32dll AcguireCredential...

ADVMAPI3Z Il AdjustTokenPrivil...

-
=

-

295 Items




Volatility

A Commandine memory forensic tool

A Primarily Windowgocusec

A Linux (Android) & Mac su
A Modular, portable

oport now available



Help!

A Thech flag gives configuration information in Volatility

I Used alone it identifies the version, currently loaded plugins, and
common parameters

A Usech with a plugin to get details and plugspecific usage

root@SIFT-Workstation:/# vol.py malfind -h

-D DUMP_DIR, --dump-dir=DUMP_DIR
Directory in which to dump executable files
-Y YARA_RULES, --yara-rules=YARA RULES
Use YARA rules in addition to finding injected code

-K, --kernel Scan kernel modules

[MALWARE] Find hidden and injected code



Code Injection
ldrmodules

wDLLs are tracked in three different linked lists for each process. Stealthy
malware can unlink loaded DLLs from these lists. This plugin queries eact
list and displays the results for comparison.

—

mportant Parameters

wVerbose-- show full paths from each of the three DLL list3 (
wShow information for specific process I3 (

wa2ald ft2FRSR 5[[&a oAttt 0S Ay it o
wLegitimate entries may be missing in some of the lists

WSPIP GKS LINRPOS&aa SESOdzilofS gAftf
wLF Iy SYiUNER KFa y2 adal LIISRtI GKe A
DLL not available on disk (usually bad)




Rootkit Detection
apihooks

Purpose

w Detect inline and Import Address Table function hooks used by
rootkits to modify and control information returned

Important Parameters

w Operate only on these process IBsRID
w Scan kernel modules instead of useode objects k)

Investigative Notes

w A large number of legitimate hooks can exist, weeding them out
takes practice and an eye for looking for anomalies

w This plugn can take a long time to run due to the sheer number
of locations it must queryg be patient!




Analyzing Process Objects:
malfind

wScans process memory sections looking for indications of code injection.
|dentified sections are extracted for further analysis.

wDirectory to save extracted filesqump-dir=directory)
wShow information for specific process IBsRID
wUsepsscan to find processes = more rigorous)
wSearch using YARA rulesYARA rules fije

wScan kernel modules/drivers using Yara Rul€p (

wWhilemalfind has an impressive hit rate, false positives do occur
wDisassembled code provided can be helpful as a sanity check

wYou may see multiple injected sections within the same process

wDumped sections can be reverse engineered or sent to A/V




